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Technical Support

Thank you for purchasing the ProtoNode for LAARS.
Please call LAARS for technical support of the ProtoNode product.

MSA Safety does not provide direct support. If LAARS needs to escalate the concern, they will contact
MSA Safety for assistance.

Support Contact Information:

LAARS
20 Industrial Way,
Rochester, NH 03867

Customer Service:
(603) 335-6300

Email: info@LAARS.com

Website: www.laars.com
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Quick Start Guide

1. Record the information about the unit. (Section 2.1)
2. Check that the ProtoNode and customer device COM settings match. (Section 2.3)

3. Connect the ProtoNode 6 pin RS-485 connector to the RS-485 network that is connected to each of
the devices. (Section 3.2)

4. If using a serial field protocol:
Connect the ProtoNode FPC-N34 3 pin RS-485 port to the field protocol cabling, (Section 3.3)
or connect the ProtoNode FPC-N35 2 pin LonWorks port to the field protocol cabling. (Section 3.4)

Connect power to the ProtoNode 6 pin port. (Section 3.5)
Connect a PC to the ProtoNode via Ethernet cable. (Section 4)

Setup Web Server Security and login via web browser. (Section 5)

© N o O

Use a web browser to access the ProtoNode Web Configurator page to select the profiles of the devices
attached to the ProtoNode and enter any necessary device information. Once the devices are selected,
the ProtoNode automatically builds and loads the appropriate configuration. (Section 8)

9. LonWorks (FPC-N35): The ProtoNode must be commissioned on the LonWorks Network. This needs
to be done by the LonWorks administrator using a LonWorks commissioning tool. (Section 9)

m@ LAARS ProtoNode Start-up Guide 3
20 Industrial Way, Rochester, NH, USA 03867 < (800)900-9276 < www.Laars.com

Heating Systems Company



Page 4 of 72 LAARS Heating Systems

Table of Contents

1 [ oL d oo 1T Tox 410 Y o DO SO OTPRRTP 8

1.1 ProtONOUE GAIEWAY .......cvveeeiiiiiieeiittiie ettt e e ettt e ettt e et bt e e s ba e e e e abe e e e e aabe e e e e aabeeeeesabeeeesaanneeeaas 8

2 Y=Y (U] o2 {0 gl =d 0 €0 Lo o - SRS PPPERP 10

2.1  Record Identification DAt ............ccueiiiiiiiiiiiiiie et e e et e e e e e e e e e 10

2.2 POINt COUNE CAPACILY ..vveeeiititeeiitiie ettt e ittt ettt ettt et e e st e e ettt e e ek bt e e e anb e e e e e anbreeeeanenas 10

2.3 Configuring Device COMMUNICALIONS ........c.uriiiiiiiiieiiiiie et e e 11

2.3.1 Confirm the Device and ProtoNode COM Settings MatCh..........ccccccvvveiiiiiiiieice e, 11

2.3.2 Set Node-ID for Any Device Attached to the ProtoNOde ...........ccccvveveeeiiiiiiiiieiee e, 11

3 Interfacing ProtONOdE 10 DEVICES .....ociiiiiiiiiiiiii ittt 12

3.1 ProtoNode FPC-N34 and FPC-N35 Showing Connection POrS...........cccccvvveveeeesiicivinneeeeeenn 12

3.2 Serial Device Connections to the ProtONOAE .............uvviiiieiiiiiiiiiie e 13

3.2.1 Biasing the RS-485 DeViCe NEIWOIK ........ccciiiiiiiiiiiiieiiiiiee et 14

3.2.2 End of Line Termination Switch for the RS-485 Device Network ........ccccccceevviiiiiieeienee i, 15

3.3  Serial Network (FPC-N34): Wiring Field Port to RS-485 NetWork ..........ccccccvveeeviiiiiiieennnennnn 16

3.4 LonWorks (FPC-N35): Wiring LonWorks Devices to the LonWorks Terminal.............c......... 17

3.5 POWEI-UP PrOtONOGE .....ooiiiiiiiiiitiiee ettt ettt e et e e e st e e e e sbneeeeanes 18

4 Connect the PC t0 the ProtONOAE .....ooiiiiiieiee et e e 19

4.1 Connecting to the Gateway via Ethernet...........ccccouiiiiii e 19

4.1.1 Changing the Subnet of the Connected PC...........oovviiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee e veaaaeaaees 19

5 SELUP WED SEIVEI SECUTILY .ooiiiiiiiiiiiiiie ettt ettt ettt et e e ekt e e e e it e e e e nab e e e e e snenes 20

5.1 LOQin tO the FIEIASEIVE ......ueeii s 20

5.2 SeleCt the SECUNLY MOAE..........ouuuiiiiiiiiiiieeeeiiiieeee ettt ee et eeeeeeeeeeasesssasesssssesasasssssssssseeessnrenes 22

5.2.1 HTTPS with Own Trusted TLS CertifiCate ..........ccccuiiiiiiiiiiiiiiiiiieee e 23
5.2.2 HTTPS with Default Untrusted Self-Signed TLS Certificate or HTTP with Built-in Payload

T o1 (o1 OSSR 23

6 (OfoT o} 1T 1NN LR\ =T AV Vo] SRS T= 8 T o P PPPPPPRS 24

6.1 Navigate to the NetWOrk SEHINGS .....ocuveiiiiiiiie e 24

6.2 Change the ProtoNOde [P AQArESS .......cooiiiiiiiiiiiiie ittt 25

7 SMC Cloud User Setup, Registration and LOQIN ..........uuiviiiiiiiiiieiiieeeeieieeeeeeeeeeeeeeeeeeeesesseeeesrennnene. 26

7.1 Choose Whether to Integrate SMC ClOU...........oviiiiiiiiiiiiiiiiiieeieieeeeeeeeeeeeeeereeeeeeeeeeeesseaereneren. 26

A U LT ST = L] o OO SPPPPPPPIN 28

ARG T = = To 1S 1= U0 g I e o == PP PPPPPPRS 30

A o To 1 T8 o I8 1Y, [ O @4 o 10 o 34

8 CoNTfIGUIE the PrOtONOUE. ....coiiiiiiii ettt s s e e st e e s enbbe e e e eneee 36

8.1 Navigate to the ProtoNode Web ConfigUurator..........c..uuviireeiiiiiiiiieeee e ccseiiieee e e sneeeeeeeee e 36

8.2 Select Field Protocol and Set Configuration Parameters..........ccccvvvvveeeinicciiieiee e 37

8.3  Setting ProtoNode ACHVE PrOfile€S ......cccoiiiiieiiie e 38

8.4  Verify Device COMMUNICALIONS.......uuiiiiieieiiiiiiieieeeeesesieteeeeeeesssnntereeeeeeessannraaneeeeeesssnsrenneeees 39

8.5 BACnhet: Setting Node_ Offset to Assign Specific Device Instances.........cccccceevvviicvvieeneenennnn 40

8.6 How to Start the Installation Over: Clearing ProfileS .........ccccov i 41

9 LonWorks (FPC-N35): Commissioning ProtoNode on a LonWorks Network ........cccccceeveeeneee. 42

9.1 Commissioning ProtoNode FPC-N35 on a LonWorks Network ............cccouueeeieiiiniiiiieeneeeenn. 42

9.1.1 Instructions to Upload XIF File from ProtoNode FPC-N35 Using Browser...........cccoccvvveeeee.. 42

(O I I o 10 o] 1=1] o To T} T o I PSP TPR 44

10.1 Lostor Incorrect IP ADAreSS ......ccoo oo 44

10.2 Viewing DiagnostiC INFOrMAatioN ............ueiiiiiiiiii e e 45

10.3 Checking Wiring and SELHNGS .....ccoiiiiuiiiiiiiee e e e e s e e e e s e s e e e e e e s s snnreer e e e e e e e e nnnneees 46

10.4 LED Diagnostics for Communications Between ProtoNode and Devices .........ccccceeeeevnnneee. a7

10.5 Taking a FieldServer DiagnostiC Capture........cccuuveiiieeeiiiiiiiieeee e e e setee e e e e s s e e e e e 48

10.5.1 Taking a Capture with Older FirMWAIE .........ccceeiiiiiiiiiiiie e iciriee e e e e s s seee e s e e e s s ssanreeeeeeeeeanns 49

m@ LAARS ProtoNode Start-up Guide 4

20 Industrial Way, Rochester, NH, USA 03867 < (800)900-9276 < www.Laars.com

Heating Systems Company



The ProfoNode Start-up Guide Page 5 of 72

10.6 Factory RESEt INSITUCLIONS .....uuiiiieeiiiiiiiieeie s cs st s s e e e e e e e e e e e e e s s snnrreeeeaeeesnnnnes 51

10.7 Internet Browsers NOt SUPPOMEM .........vvviiiieiiiiiiiiiiie et e e e e e e e s r e e e e e e e nnneees 51

11 Additional INFOrMALION ...eeii et e e e e e e e e s e st ae e e e e e e e e ennneees 52
11,1 UPAALE FiFIMWATIE .....eeiieiiiiiee ettt ettt ekt st et e sk et e e s bt e e e abbe e e e sabbe e e e nnnneeas 52

11.2 BACnet: Setting Network_Number for More Than One ProtoNode on the Subnet ............... 52

G T 0= 4 1] o7 14T o TSP ERPPO 52
11.3.1 BTL Mark — BACNet® Testing LabOratory .........c.couuieiieiaiiieeiieesiee et 52
11.3.2 LONMArK CertifiCatiOn .........ccoiiiiiiiiiiie ittt e e e et e e e e e e s s bbb aeeeeae e s 53
11.4 Change Web Server Security Settings After Initial SEtUP ........cceeeviieiieiiiiiiieee, 54
11.4.1 Change SECUIMLY MOOC.......ccoiiiuiiiiiii e e e e et e e s s e e e e e e e s s eeee e s s e nta e e e e e e e s snnnrnaaneeeaeeean 55
11.4.2 Edit the Certificate Loaded onto the FIeldServer ..........ccooeiiiiiiiiie e 56
11.5 Change User Management SEHNGS ....uuuiiiieeiiiiiiiiiee e ettt e e e e s s s sinee e e e e e s s snnraer e e e e e s s e nnnneees 57
L11.5.1 CrEALE USEIS ...ttt R R nnnne 58
L1.5.2 Bt USEIS ...eiiiiiieeiiiiitit ittt ettt e oo e sttt et e e e e e s s bbb et e e e e e e e sanbbe e e e e e e e e aanbbbeneeeaeeaaan 59
L11.5.3 DEIELE USEIS...cii i ittt ettt e e et e e e e e s bbb e et e e e e e e sanbb e e e e e e e e s aanbbbeeeaeaeeaaaa 60
11.5.4 Change FieldServer PASSWOIA .........ccuuuiiiiiiiiiiiiiie ettt e e 61
11.6 SMC Cloud Connection Warning MESSAGE .........cueiiuiiieiiiiiie ittt 62

11.7 SYStem SEAtUS BULON ...ttt e e e e e s e s e r e e e e e s aannes 63

808 T = o T ] o RS Y =3 ] o SRR 64

12 Vendor INTOrmation — LAARS ... e e e e et e e e e e e sanr e 65
R B ST o L= Tod | Tox= 14T o] o L= O PO PSP PP PR PPOPP 66
13.1 Compliance with UL ReQUIALIONS...........euiiiiiiiiiiiiiiie et 66

14 Limited 2 YEAIr WAITANTY ...eeeiiiiiiiie ittt ettt ab e e ettt e e et bt e s eeb e e e s ennbe e e e aneee 67
m@ LAARS ProtoNode Start-up Guide 5

20 Industrial Way, Rochester, NH, USA 03867 < (800)900-9276 < www.Laars.com

Heating Systems Company



Page 6 of 72 LAARS Heating Systems

List of Figures

Figure 1: ProtONOdE Part NUMDEIS.......coiiiiiiiiie ettt et e e e e e s bbb e e e e e s s sabb b e e e e e e e s snabbaeeeeaeenan 10
Figure 2: Supported PoiNt COUNt CAPACITY ........uieeieiire it e eitie e et ee e e ettt e e ettt e e e e seee e e atteeeeaneeeeeanteeeeanneeeaeanneeens 10
FIQUIE 3: POINES PO DEVICE .. .. .iiviiiiiii ettt ettt e e st e e e e s s s bbbt e e e e e s s bbb b et e e e e e s s aab bbb ee e e e e e s snnabbaeeeeaeenas 10
T [0 R O @ Y IS =] i 11T PP 11
Figure 5: ProtoNode FPC-N34 (Top) and ProtoNode FPC-N35 (BOttOM) .......ccoiiiiiiiiiiieeeiiiee e 12
Figure 6: Device and POWET CONNECHONS .......ciiiiiiiiiiiiiite e e e sttt e e e e s e e e e s s s bbb e e e e e s s snab b b e eeeeeeessnnbbaeeeaaeenas 13
Figure 7: RS-485 Biasing Switch on the ProtoNode N34 (Left) and ProtoNode N35 (Right).......cccccooiieiiinieen. 14
Figure 8: RS-485 End-Of-Line Termination Switch on the ProtoNode N34 (Left) and..........ccccccceeeiiiiiiiiienneennn, 15
Figure 9: Connection from ProtoNode to RS-485 Field NEtWOIK ..........cuiiiiiiiiiaiiieee e 16
Figure 10: RS-485 EOL & Bias ReSIStOr SWItCHES.......uuiiiiiiiiiiiiiiiie et 16
Figure 11: LONWOIKS TEIMINGAL .....ccueiiieiiiiie ettt ettt e ettt e e e ettt e e e emt et e e s eate e e e e nbee e e emneeeesanbeeeeanneeeaeannneeens 17
Figure 12: Required Current Draw for the ProtONOUE..........cocuiiiiiiie e 18
FIQUIe 13: POWET CONNECTIONS ......viiiiiiiiiiiiiiitee e e e ettt e e e e s ettt e e e e e s s s bbb e et e e e e s s ab bbbt e e e e e e s saabbb e e e e e e e e s sannbbeeeeeeeenas 18
Figure 14: EtRernet POIt LOCALION ........coiiiiiiiiiei e ccitiite ettt e e e et e e e e e e s st e e e e e s s ssb b b e e e e e e e e s snnabbaeeeeeeenan 19
Figure 15: Web Server Security Unconfigured WINAOW .............ueeiiiiiiiiiiiiiie e 20
Figure 16: Connection NOt Private WarNiNg.........ooiiuiiiiiiieeesiiiiiiee et e e e e s s e s e e e s s bbb ee e e e e e s snnnnbaeeeeaeenas 20
Figure 17: Warning EXPanded TeXE .....ooiiuiiiiiiiieeeiiiiee ettt e e et e e e e e et e e e e e e e s snnb e e e e eeeenas 21
T [0 I R i = (o Y= AT g oo 11 o PP PP 21
Figure 19: Security MOAe SEIECHION SCIEEN.......ccoi ittt e e e e e e e s s e e e e e e e s 22
Figure 20: Security Mode Selection Screen — Certificate & Private KeY.......cc.ccccovvuiiiiiiiieiiiiiiiiience i 23
Figure 21: Generic Web APP LandiNg PAGE .......oooiiiiiiiiie ettt e e e 24
FIQUIE 22: SELHNGS TADS ..iiiiiiiiiiiiiee e e e e e et e e e e e e s s bbb et e e e e e e s s bbb e eeeeeeessansbbaeeeeeeenas 24
Figure 23: FS-GUI LandiNg Page.....ccccoiiiuiiiiiiiie ettt e e st e e e e e s s ab b e e e e e e e e s anabbeeeeeeeeeas 24
Figure 24: Ethernet POrt NETWOIK SETINGS. ....uuiiiiiiiiiiiiiiie et e e e re e e e e e s s b e aeeaaeeeas 25
Figure 25: Generic Web App Page — FirSt LOGIN ......cociiiiiiiiiiee et 26
Figure 26: SMC Cloud Opt Out WarNing WINGOW ..........cuieeiiiiiiiiieee e iiiiiiiee e e e s sitieee s e e e s snssseeeseeesssnnnssaeeesaesnns 27
Figure 27: Welcome to SMC Cloud EMAIL..........cooiiiiiiiiiiiiec et 28
Figure 28: Setting USEr DEIAIIS ......cuiiiiiiiiiiiiiiee ettt ettt e e e e e e e s st e e e e e e s s bbb e ee e e e e e s s nnnbbaeeeeeeenan 29
Figure 29: SMC Cloud RegiStration MESSAQJE .........cuvieiiriiieiiiie ettt e e 30
Figure 30: SMC Cloud Registration — Installer DetalS...........ccuuviiiiieiiiiiiiie e 31
Figure 31: SMC Cloud Registration — Sit€ DEalS ...........coeiriiiiiiiiiiie e 31
Figure 32: SMC Cloud Registration — Gateway DetailS ..........cc.uvuiiiiiiiiiiiiiiiee e 32
Figure 33: SMC Cloud Registration — SMC CloUd ACCOUNL ..........cuueiiiiiiiieiieee e 32
Figure 34: Device Registered for SMC ClOUM ..........ooiiiiiiiioiiie et 33
Figure 35: SMC CloUd LOGIN PAGE .....ccoiiiiiiiiiieie ettt e e sttt e e e e e e s sb e e e e e e e s saa b b e eeeeeeessnnnbbaeeeeaeenan 34
Figure 36: SMC Cloud PrVACY POIICY .......ooiiiiiiiiiiiie et 34
Figure 37: SMC Cloud Landing Page .........uuuiiiiioiiiiiiiiiiee ettt e e e e e e st e e e e e e s snbbbaee e e e e e s snnnbraeeeeeeeean 35
Figure 38: Web App Landing PAgE ..........oooiiiiiiieiiie ettt 36
T [0 I o] a1 Te [0 = IF= | SRR 36
Figure 40: Web Configurator Showing Configuration Parameters ...........cccoocvviiiiiiieeiiiien e 37
Figure 41: Web Configurator Showing N0 ACtive ProfileS ..........uuviiiiiiiiiiiiec e 38
Figure 42: Profile SEIECHON IMENU ........coiiiiiiiiie ettt e e s 39
Figure 43: Web Configurator Showing Active Profile AAditioNS ...........oocuiiiiiiiiiiiiiiee e 39
Figure 44: Web Configurator Node OffSet Fild.............cviiiiiiiiiiii e 40
FIQUIE 45: ACHIVE PrOfIES ..ottt e e st e e e e e e s ettt e e e e e e s saasb b e e e e e e e e s snnbbaeeeeaeeeas 40
Figure 46: LONWOIKS Service Pin LOCALON .........coiiuiiiiiiriii ittt 42
Figure 47: Sample of Fserver.XIF File GENEIated ............ccoiiiiiiiiiiee e e e e e e srraee e e e e e 43
Figure 48: Ethernet POrt LOCALION ........cocuiiiiiiiiie ettt ettt ettt e e e s 44
FIQure 49: ErrOr MESSAQGES SCIEEIM .....cceiiiiiiieieee e e e iittetee e e e s s st aaeteeeeessssataeeetaeessaassbaaeeaeeeesaassbaaeeeeeeessnnssaneeeaeanan 45
Figure 50: DIagNOSHC LEDS ........uuiiiiiiiiiiiiiiiiee ettt ettt e e e e ettt e e e e s s bbbt e e e e e e s aab bbbt e e e e e e s saabbaeeeeeeenan 47
Figure 51: EtNErNet POIt LOCALION .......cciiiiiiiiiiei e e e ettt e e e s ettt e e e e e sttt e e e e e e e s st b e e e e e e e s snnbbaeeeeeeessnnnabaeeeeeeenan 49
Figure 52: Web Configurator — Network NUMbDEr FIeld .............uviiiiiiiiiii e 52
FIGUIE 53: FS-GUI PAGE ...ecciiiiiiiiiiiee ettt e ettt e e e e e e ettt e e e e e e e s s aa b e e e e e e e e s s sabbaaeeeeeeesannsbbaeeeeeeessnnntbaneeaaeenas 54
FIQUre 54: FS-GUI SECUIMLY SEIUP ..eeiiiiiiiiiiiiiiete e ei ittt e e e e sttt e e e e sk b b et e e e s s s s bbbt e e e e e s s sab bbb eeeeeeessnnbbaeeeeeeenan 55
Figure 55: FS-GUI Security Setup — Certificate Loaded .............uviiiiiiiiiiiiiiiiiie st 56
Figure 56: FS-GUI USEr MANAQGEIMENT .........uuiiiiiiiiiiiiiiiitee e e s iiitiieee e e e e s ssibrseee e e e s s s sibb b e eeeeeesssabbbbeeeeeeesssabbeneeaaessas 57
FIQUIre 57: Create USEI WINTUOW .......ccieiiiiiiiiiieee e e ee sttt e e e e e s sttt e e e e e e e s saabbaeeeaeeesssstbaeeeeeeessanstbaeeeaeeessansbaneeeaeenas 58
m@ LAARS ProtoNode Start-up Guide 6

20 Industrial Way, Rochester, NH, USA 03867 < (800)900-9276 < www.Laars.com

Heating Systems Company



The ProfoNode Start-up Guide Page 7 of 72

FIGUIE 58: SEIUP USEIS ....eeiiiiiiiie ettt oottt ettt e et e e ettt e e o et ee e e amtee e e e amte e e e anseeeeamnteeeeamneeeeeanteeeeanteeaeannreeens 59
FIgure 59: Edit USEIr WINAOW ........uiiiiiiiiiiiiiiiiie ettt e e e e st e e e e e s s sab b e e e e e e s s sab bbb e e e e e e e s snnabbaeeeeeeenan 59
(o U GO ST =] (0 o T LT SR 60
FIgure 61: USEr DIt WAINING . ... cuiiiiiiiiiiiiiiie e e e eeiiiiie et e e e e s st e e e e e e e s s bbb e e e e e e e s s sabb b et eeeeesssnabbbeeeeeeeessnnabbaeeeeaeenas 60
Figure 62: FieldServer Password Update Via FS-GUI ........coccuiiiiiiiiiiiiiie ettt 61
Figure 63: SMC Cloud Connection Problems MESSAJE.........cuuuiiiiiiiiiiiiiiiie et rare e 62
(o Ul o7 S = (o 0] o IEST= 1] o SR 64
T [0 TS WS o T=Tod i Tox= 14 o] o £ PP 66

m@ LAARS ProtoNode Start-up Guide 7

20 Industrial Way, Rochester, NH, USA 03867 < (800)900-9276 < www.Laars.com

Heating Systems Company



Page 8 of 72 LAARS Heating Systems

1 Introduction

1.1 ProtoNode Gateway

The ProtoNode is an external, high performance building automation multi-protocol gateway that is
preconfigured to automatically communicate between LAARS’ devices (hereafter simply called “device”)
connected to the ProtoNode and automatically configures them for BACnhet MS/TP, BACnet/IP, Modbus
TCP/IP or LonWorks®?,

It is not necessary to download any configuration files to support the required applications. The ProtoNode
is pre-loaded with tested profiles/configurations for the supported devices.

WARNING: Only use screws supplied by MSA Safety in the holes found on the back of the unit
when attaching the optional DIN rail bracket. Use of any other screws may damage the unit.

FPC-N34 Connectivity Diagram:

RS-485 Field Protocol
Device A to Local Network
Device B
Device C
One or multiple
RS-485 Devices
Device D

! LonWorks is a registered trademark of Echelon Corporation
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FPC-N35 Connectivity Diagram:

Device A

Device B

Device C

Device D

One or multiple
RS-485 Devices

LonWorks Field Protocol
to Local Network

The ProtoNode can connect with the SMC Cloud. The SMC Cloud all
team and MSA Safety's support team to remotely connect to the Protc
following capabilities for any registered devices in the field:

e Remotely monitor and control devices.
e Collect device data and view it on the SMC Cloud Dashboard and the SMC Smart Phone App.

" nicians, the OEM's support
1e SMC Cloud provides the

e Create user defined device notifications (alarm, trouble and warning) via SMS and/or Email.

e Generate diagnostic captures (as needed for troubleshooting) without going to the site.

For more information about the SMC Cloud, refer to the SMC Cloud Start-up Guide.

LAARS &

Heating Systems Company
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2 Setup for ProtoNode

2.1 Record ldentification Data

Each ProtoNode has a unique part number located on the side or the back of the unit. This number should
be recorded, as it may be required for technical support. The numbers are as follows:

Model Part Number
ProtoNode FPC-N34 FPC-N34-0701
ProtoNode FPC-N35 FPC-N35-0702

Figure 1: ProtoNode Part Numbers

e FPC-N34 units have the following 3 ports: RS-485 + Ethernet + RS-485
e FPC-N35 units have the following 3 ports: LonWorks + Ethernet + RS-485

2.2 Point Count Capacity

The total number of registers presented the device(s) attached to the ProtoNode cannot exceed:

Part number ‘ Total Registers
FPC-N34-0701 1,500
FPC-N35-0702 1,500

Figure 2: Supported Point Count Capacity

Sola 88
Multiburner 149
Sv2 82
HTD 254
OmniTherm 174
MagnaTherm 174

Figure 3: Points per Device
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2.3 Configuring Device Communications
2.3.1 Confirm the Device and ProtoNode COM Settings Match

e Any connected serial devices MUST have the same baud rate, data bits, stop bits, and
parity settings as the ProtoNode.

e Figure 4 specifies the device serial port settings required to communicate with the ProtoNode.

Port Setting Device ‘
Protocol Modbus RTU
Baud Rate 38400
Parity None
Data Bits 8
Stop Bits 1

Figure 4: COM Settings

2.3.2 Set Node-ID for Any Device Attached to the ProtoNode

e Set Node-ID for any device attached to ProtoNode. The Node-ID needs to be uniquely assigned
between 1 and 255.

o Document the Node-ID that is assigned. The Node-ID assigned is used for deriving the Device
Instance for BACnet/IP and BACnet MS/TP. (Section 8.5)

NOTE: The Modbus TCP/IP field protocol Node-ID is automatically set to be the same value as the
Node-ID of the device.

m@ LAARS ProtoNode Start-up Guide 11
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3 Interfacing ProtoNode to Devices
3.1 ProtoNode FPC-N34 and FPC-N35 Showing Connection Ports

r RS-485 Connector
RS-485 RX/TX Field LED
Bias Resistor &
Run End of Line Termination
& Sys/Config Error Switches
| Node Offline
Heart Beat
“A” bank ————» i
“B” bank ——p
PWR LED
“S” bank =
RS-485 Bias Jumper
SPL
RUN
£ ERR Ethernet Port
Y Rx
>
PWR
Jumper - DO NOT MOVE!
ooones
RS-485 Termination Jumper
RS-485 Power 9-30 VDC
+ - GND 12-24 VAC
6 pin Connector - RS-485 and Power Connection
LonWorks Connector
LonWorks Field LED
LonWorks Service Pin
Run
& Sys/Config Error
| Node Offline
Heart Beat .
“A" bank LonWorks RX Field LED
an LonWorks TX Field LED
“B” bank =
“S” bank =
RS-485 Bias Jumper
SPL
RUN PWR LED
& ERR
4 R
X
PWR
Jumper - DO NOT MOVE!
Ethernet Port
RS-485 Termination Jumper
RS-485 Power 9-30V DC
+ - GND 12-24V AC
6 pin Connector - RS-485 and Power Connection
Figure 5: ProtoNode FPC-N34 (Top) and ProtoNode FPC-N35 (Bottom)
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3.2 Serial Device Connections to the ProtoNode

ProtoNode 6 Pin Phoenix connector:
e The 6 pin Phoenix connector is the same for ProtoNode FPC-N34 and FPC-N35 (LonWorks).
e Pins 1 through 3 are for RS-485 devices.
o Use standard grounding principles for RS-485 GND

e Pins 4 through 6 are for power. Do not connect power until Section 3.5.

: : ProtoNode Pin Pin
Device Pins .
# Assignment

Pin RS-485 + Pin 1 RS-485 +
Pin RS-485 - Pin 2 RS-485 -
Pin GND Pin 3 RS-485 GND
Power In (+) Pin 4 V +
Power In (-) Pin 5 V-
Frame Ground Pin 6 FRAMEGND [ >\

Figure 6: Device and Power Connections
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3.2.1 Biasing the RS-485 Device Network

e An RS-485 network with more than one device needs to have biasing to ensure proper
communication. The biasing only needs to be done on one device.

e The ProtoNode has 510 ohm resistors that can be used to set the biasing. The ProtoNode’s default
positions from the factory for the biasing jumpers are OFF.

e The OFF position is when the 2 red biasing jumpers straddle the 4 pins closest to the outside of
the board of the ProtoNode. (Figure 7)

e Only turn biasing ON:
o IFthe BMS cannot see more than one device connected to the ProtoNode
o AND all the settings (COM settings, wiring, and DIP switches) have been checked

e To turn biasing ON, move the 2 red biasing jumpers to straddle the 4 pins closest to the inside of
the board of the ProtoNode.

RS-485 Bias T
switch —— ( (L
(nff UL
AR

Figure 7: RS-485 Biasing Switch on the ProtoNode N34 (Left) and ProtoNode N35 (Right)
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3.2.2 End of Line Termination Switch for the RS-485 Device Network
e Onlong RS-485 cabling runs, the RS-485 trunk must be properly terminated at each end.

e The ProtoNode has an end of line (EOL) blue jumper. The default setting for this blue EOL switch
is OFF with the jumper straddling the pins closest to the inside of the board of the ProtoNode.

o On short cabling runs the EOL switch does not to need to be turned ON

e Ifthe ProtoNode is placed at one of the ends of the trunk, set the blue EOL jumper to the ON
position straddling the pins closest to the outside of the board of the ProtoNode.

e Always leave the single red jumper in the A position (default factory setting).

RS-485 EOL
Switch
(off)

vooNes Leave in Position A

Figure 8: RS-485 End-Of-Line Termination Switch on the ProtoNode N34 (Left) and
ProtoNode N35 (Right)
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3.3 Serial Network (FPC-N34): Wiring Field Port to RS-485 Network

e Connect the RS-485 network wires to the 3-pin RS-485 connector on ProtoNode as shown below
in Figure 9.

o Use standard grounding principles for RS-485 GND

e See Section 7 for information on connecting to an Ethernet network.

g8
BMS ProtoNode Pin g §§
Wiring Pin # Assignment | + ¥ §§
RS-485 + Pin 1 RS-485 + > o2
RS-485 - Pin 2 RS-485 - = w &
- Pin3 [ RS-485 GND \| G :

REEEEEER AAl

oramun® ~ or:

<q<<IICL

Figure 9: Connection from ProtoNode to RS-485 Field Network

e If the ProtoNode is the last device on the trunk, then the end of line (EOL) termination switch needs
to be enabled. See Figure 10 for the orientation of switch positions referenced below.

o The default setting from the factory is OFF (switch position = right side)

o To enable the EOL termination, turn the EOL switch ON (switch position = left side)

7

Bias Resistor Switch
7 End of Line Switch

Figure 10: RS-485 EOL & Bias Resistor Switches

e If more than one RS-485 device is connected to the network, then the field bias resistor switch
needs to be enabled to ensure proper communication. See Figure 10 for the orientation of switch

positions referenced below.
o The default factory setting is OFF (switch position = right side)
o To enable biasing, turn the bias switch ON (switch position = left side)

NOTE: Biasing only needs to be enabled on one device. The ProtoNode has 510 ohm resistors
that are used to set the biasing.
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3.4 LonWorks (FPC-N35): Wiring LonWorks Devices to the LonWorks Terminal
e  Wire the LonWorks device network to the ProtoNode LonWorks Terminal.
o Use approved cable per the FT-10 installation guidelines

o LonWorks has no polarity.

Figure 11: LonWorks Terminal
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3.5 Power-Up ProtoNode

Check power requirements in the table below:

Power Requirement for ProtoNode External Gateway

‘ Current Draw Type

ProtoNode Family ' 12VDCIAC 24VDC/AC 30VDC
FPC — N34 (Typical) 170mA 100mA 80MA
FPC — N34 (Maximum) 240mA 140mA 100mA
FPC — N35 (Typical) 210mA 130mA 90mA
FPC — N35 (Maximum) 250mA 170mA 110mA

NOTE: These values are ‘nominal’ and a safety margin should be added to the power supply of
the host system. A safety margin of 25% is recommended.

Figure 12: Required Current Draw for the ProtoNode

Apply power to the ProtoNode as shown below in Figure 13. Ensure that the power supply used complies
with the specifications provided in Section 13.

e ProtoNode accepts either 9-30VDC or 12-24VAC on pins 4 and 5.

e Frame GND should be connected.

Power to ProtoNode Pin
ProtoNode Pin # Assignment
Power In (+) Pin 4 V + |
Power In (-) Pin 5 V- Q’ .
Frame Ground Pin 6 FRAME GND ——
Figure 13: Power Connections
m@ LAARS ProtoNode Start-up Guide 18
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4 Connect the PC to the ProtoNode

4.1

Connecting to the Gateway via Ethernet

Connect a Cat-5 Ethernet cable (straight through or cross-over) between the local PC and ProtoNode.

Ethernet Port

=

CLASS 2
il 7/ 930v ==
1224V

Figure 14: Ethernet Port Location

4.1.1 Changing the Subnet of the Connected PC

The default IP Address for the ProtoNode is 192.168.1.24, Subnet Mask is 255.255.255.0. If the PC and
ProtoNode are on different IP networks, assign a static IP Address to the PC on the 192.168.1.xxx network.

For Windows 10:

Find the search field in the local computer’s taskbar (usually to the right of the windows icon E)
and type in “Control Panel”.

Click “Control Panel”, click “Network and Internet” and then click “Network and Sharing Center”.
Click “Change adapter settings” on the left side of the window.
Right-click on “Local Area Connection” and select “Properties” from the dropdown menu.

Highlight - FERERE R EETERIE R - and then click the Properties button.

Select and enter a static IP Address on the same subnet. For example:
{®) Uze the following IF address:

P addrezs: |1E|2.1EB. 1 .1

|
Subnet mask: | 255.255.2%5 . 0 |
|

Default gatevay: |

Click the Okay button to close the Internet Protocol window and the Close button to close the
Ethernet Properties window.
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5 Setup Web Server Security

Navigate to the IP Address of the ProtoNode on the local PC by opening a web browser and entering the
IP Address of the ProtoNode; the default Ethernet address is 192.168.1.24.

NOTE: If the IP Address of the ProtoNode has been changed, the assigned IP Address can be
discovered using the FS Toolbox utility. See Section 10.1 for instructions.
5.1 Login to the FieldServer

The first time the FieldServer GUI is opened in a browser, the IP Address for the gateway will appear as
untrusted. This will cause the following pop-up windows to appear.

e When the Web Server Security Unconfigured window appears, read the text and choose whether
to move forward with HTTPS or HTTP.

A Web Server Security Unconfigured

Web server security has not yet been configured for the
gateway. You have the option to continue with HTTP,
which is not secure, or rather use HTTPS.

Note that this gateway was shipped with a self-signed
certificate. The browser will issue a security warning
when using HTTPS with this certificate since it is
untrusted. Please ignore this warning and ask the
gateway administrator to configure the web server
security.

Use HTTPS (Recommended) Continue with HTTP

Figure 15: Web Server Security Unconfigured Window

e When the warning that “Your connection is not private” appears, click the advanced button on the
bottom left corner of the screen.

A

Your connection is not private

Attackers might be trying to steal your information from 10.40.50.94 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

O Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy.

Advanced Back to safety

Figure 16: Connection Not Private Warning
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e Additional text will expand below the warning, click the underlined text to go to the IP Address. In
the Figure 17 example this text is “Proceed to 10.40.50.94 (unsafe)”.

TTETP MMPTOVE S41E DITOWSITY Fy SeTTanTy sUTTE SyelelT TMUNEaudiT and page CONENT 10 JuggTe.

Privacy policy

Hide advanced Back to safety

This server could not prove that it is 10.40.50.94; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.40.50.94 (unsafe)

Figure 17: Warning Expanded Text

¢ When the login screen appears, put in the Username (default is “admin”) and the Password (found
on the label of the FieldServer).

NOTE: Thereis also a QR code in the top right corner of the FieldServer label that shows the
default unique password when scanned.

Username

Forgot Password?

Figure 18: FieldServer Login

NOTE: A user has 5 attempts to login then there will be a 10-minute lockout. There is no timeout
on the FieldServer to enter a password.

NOTE: To create individual user logins, go to Section 11.5.
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5.2 Select the Security Mode

On the first login to the FieldServer, the following screen will appear that allows the user to select which
mode the FieldServer should use.

SMGC::.

Please select the web security profile from the options below.

Note that browsers will issue a security warning when browsing to a HTTPS server with an
untrusted self-signed certificate.

Mode

HTTPS with default trusted TLS certificate (requires internet connection to be trusted)
HTTPS with own trusted TLS certificate

HTTP (not secure, vulnerable to man-in-the-middle attacks)

Figure 19: Security Mode Selection Screen

NOTE: Cookies are used for authentication.

NOTE: To change the web server security mode after initial setup, go to Section 11.1.

The sections that follow include instructions for assigning the different security modes.
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5.2.1 HTTPS with Own Trusted TLS Certificate

This is the recommended selection and the most secure. Please contact your IT department to find out

if you can obtain a TLS certificate from your company before proceeding with the Own Trusted TLS
Certificate option.

e Once this option is selected, the Certificate, Private Key and Private Key Passphrase fields will
appear under the mode selection.

Certificate

XzyMbQZFiRuJZJPe7 CTHLcHOrHLowoUF oV TaBMY d4d6VGdNKIKazByWKeNOL 7mrX -
A4 BAQBEM+|PvOx3T/4TVEmMaXaE3bx3zEuBEJBpWP w7 L Hf2r2 7 oHw+9xb+aNMU
d\ViAelnBMTMsni2ERvQVpOxi3psSv2EJyKXS1bOYNRLsq7 UzpwuAdTAVy306vUMS
K+Cwi9gEoQOLuxDZTIECIET MkcHMIiUFiSpk? TRicHNQF/sFOAY OulduH Oy 9exlkd

EmHEVDIZVcJUaF+e7 4EuSph+gEr0lQo2wvmhyc 7L 22UXse1NoOflU2Zg0Eu1VViu
JRyaMWIRFEWuuzMGZIKFWYC+892JQsVeaiRWM I naoblL EhOCMH+sKHIMCxDoxX Gt

ViZIpZUoALD 1Y XWSVeyZdGIAPSe

----- END CERTIFICATE-—-- M
o~
Private Key
T — e L N Y P L LT Y N
HBDZZOHr4YQSDk28bYszbIDLDuKtc8+J|OSDDG oTuHngkeAlTKbTAsKeAzw

gKQe+HoUQNKObdvZiOJrmadaDK2vVDmRak+UUhE[SN49uplroB97 MQgYotzafT+
THIbpgat1S1KE1 7k04ObKmHESI8fck+rusdosVmpeezhOmaiaSURYAZMvbgodaCu
JAISNIihbEvxRF4UK41ZDMCvujoPcBKUWrE 1a/3XXnDnM2K9xyz2wze998D6\Wk46
+7a0FY9F+7]5mnkoS3GYwCyHSIP+mPP1KERnuiD01 9wwwGPb4AdiN/RTnfd0eF
GYeVSKI9hakxDOFFAWRZbM/ITPIndtm O 1 XIBHaONVN 1x/ialiynOXG4cukoid+VO
ulrZaUEs!2zNkfm 7TAASMANBWo 202 CyalAY nuujs3aAl 15uGBeekABZoTMxlzx
----- END RSA PRIVATE KEY—

Private Key Passphrase

Specify if encrypted

Save

Figure 20: Security Mode Selection Screen — Certificate & Private Key

e Copy and paste the Certificate and Private Key text into their respective fields. If the Private Key is
encrypted type in the associated Passphrase.

e Click Save.

e A “Redirecting” message will appear. After a short time, the FieldServer GUI will open.

5.2.2 HTTPS with Default Untrusted Self-Signed TLS Certificate or HTTP with Built-in
Payload Encryption

e Select one of these options and click the Save button.

e A “Redirecting” message will appear. After a short time, the FieldServer GUI will open.
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6 Configure Network Settings
6.1 Navigate to the Network Settings
e From the Web App landing page, click the Settings tab on the left side of the screen.
i = Register this FieldServer on SMC Cloud
|+ Data Log Viewer
{4 Event Log .
. Securely access your FieldServer from anywhere
SMC Cloud™ . -
with the SMC Cloud device cloud
& Settings > s "
oo Your One Stop for Managing Your Devices and Users , L %
« Secure Remote Access
® Logout Securely connect your field devices to SMC Cloud N v w 3 ’ L
« Device Management otk AR Ly w‘)/(—lu R f
Manage all your FieldServers and connected devices from SMC [ o PA hee
Cloud and upgrade firmware remotely v ur A e w0
« User Management AR W ‘® s o s:N:
Set up your user personnel with the right security permissions and ™ 8 L3 'u 2

device assignments for users to diagnose, configure, and better
support the field installation.

For more information about SMC Cloud, visit our website . {

Guatemala
LA, /7 Caribbean Sea
Nicsragua
i) . Veneela
B - Wb
St
Colomblag T "{SI—;:\‘E;

Get Started

Figure 21: Generic Web App Landing Page

e Click the Network tab that appears to open the Network Settings page.

£ Settings v
Configuration
Virtual Points

Network

Figure 22: Settings Tabs

e A warning message will appear when performing the first-time setup, click the Exit Registration
button to continue to the Network Settings page.

A Warning

You are about to leave the registration process to connect your device with SMC Cloud

O Opt out of SMC Cloud Registration

Exit Registration Cancel

Figure 23: FS-GUI Landing Page
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6.2 Change the ProtoNode IP Address

e Enable DHCP to automatically assign IP Settings or modify the IP Settings manually as needed,
via these fields: IP Address, Netmask, Gateway, and Domain Name Serverl/2.

NOTE: If the FieldServer is connected to a router, the IP Gateway of the FieldServer should be set
to the same IP Address of the router.

e Click the Save hutton to activate the new settings.

NOTE: If the webpage was open in a browser, the browser will need to be pointed to the new IP
Address of the ProtoNode before the webpage will be accessible again.

ETH 1 Routing
L] Enable DHCP Network Status
IP Address Connection Status & Connected
10.40.50.111 MAC Address 00:50:4e:60:41.0C
Ethernet Tx Msgs 325,528
Netmask
Ethernet Rx Msgs 974,087
255.255.255.0
Ethernet Tx Msgs Dropped 0
Gateway Ethernet Rx Msgs Dropped 0

10.40.50.1

Domain Name Server 1 (Optional)

5.8.88

Domain Name Server 2 (Optional)

8644

Figure 24: Ethernet Port Network Settings

NOTE: For Router settings go to Section 11.8.
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7 SMC Cloud User Setup, Registration and Login

The SMC Cloud is MSA Safety’s device cloud solution for lloT. Integration with the SMC Cloud
enables a secure remote connection to field devices through a FieldServer and hosts local
applications for device configuration, management, as well as maintenance. For more information
about the SMC Cloud, refer to the SMC Cloud Start-up Guide.

7.1 Choose Whether to Integrate SMC Cloud
When first logging onto the ProtoNode, the Web App will open on the SMC Cloud™ page.

NOTE: If awarning message appears instead, go to Section 11.6 to resolve the connection issue.

& Device List = H : :
= Register this FieldServer on SMC Cloud
|+ Data Log Viewer
) Event Log X
_ Securely access your FieldServer from anywhere
& SMC Cloud™ . -
with the SMC Cloud device cloud
2 Settings > /. e
5K
S Your One Stop for Managing Your Devices and Users ' 3
ou on ac
« Secure Remote Access
® Logout Securely connect your field devices to SMC Cloud T w T ) ﬂ? E
3 %0 " W) \ ME), n;[
+ Device Management oR™ 1 S0 A% v = m W
Manage all your FieldServers and connected devices from SMC [ o PA
v ur ted States MD
Cloud and upgrade firmware remotely ” ¥ Mo 5 o
Oxgm AR ™ N
« User Management Az M MS 5
Set up your user personnel with the right security permissions and D T A o~
device assignments for users to diagnose, configure, and better R
N3 Gulf of
support the field installation i el
Cuba
For more information about SMC Cloud, visit our website | Pusti e
W(IHLM
LA, /7 Canbbean Sea
Nicaragua
'3 ) /Venezuela
B il
Colnmbug i/‘ b siﬂ’
Figure 25: Generic Web App Page — First Login
m@ LAARS ProtoNode Start-up Guide 26

20 Industrial Way, Rochester, NH, USA 03867 < (800)900-9276 < www.Laars.com

Heating Systems Company



The ProtoNode Start-up Guide Page 27 of 72

e Either go through the SMC Cloud setup to integrate SMC Cloud functionality to the FieldServer or
optout of SMC Cloud setup.

o For SMC Cloud setup, continue with instructions in the following sections

o To opt out of SMC Cloud, click on a tab other than the SMC Cloud™ tab | @ SMC Cloud™ |
click the checkbox next to “Opt out of SMC Cloud Registration” in the Warning window that
appears and click the Exit Registration button (skip to Section 8 to continue FieldServer
configuration)

o Toignore SMC Cloud setup until the next time the FieldServer Web App is opened, click a tab
other than SMC Cloud™ and then click the Exit Registration button with the “Opt out” checkbox
unchecked (skip to Section 8 to continue FieldServer configuration)

A Warning

You are about to leave the registration process to connect your device with SMC Cloud

O Opt out of SMC Cloud Registration

Exit Registration Cancel

Figure 26: SMC Cloud Opt Out Warning Window

NOTE: If SMC Cloud integration with the ProtoNode is not desired, skip to Section 8 to continue
gateway setup. If user setup is already complete go to Section 7.3.
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7.2 User Setup

Before the gateway can be connected to SMC Cloud a user account must be created. Request an invitation
to SMC Cloud from the manufacturer’s support team and follow the instructions below to set up login details:

e The “Welcome to SMC Cloud” email will appear as shown below.

Welcome to SMC Cloud Inbox  x

a |

notifications@fieldpop.io 2:20 PM (16 minutes ago) - v
tome |~

sierra
monitor

Please complete SMC Cloud registration

Hello from Sierra Monitor,

You're one step closer to lloT-empowering your devices with the SMC Cloud device
cloud for remote connectivity.

Click the link below to complete SMC Cloud registration.

Complete Registration

Sincerely,
Sierra Monitor Corporation

Copyright ® Sierra Monitor Corporation

+1 408 262-6611 Follow us: @ o o @ o

www.sierramonitor.com

This email was sent to because you indicated that you would like to register to SMC Cloud with this
email address. If you did not, please email fieldpop@sierramonitor.com for further assistance.

Figure 27: Welcome to SMC Cloud Email

NOTE: If no SMC Cloud email was received, check the spam/junk folder for an email from
notification@fieldpop.io. Contact the manufacturer’s support team if no email is found.
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e Click the “Complete Registration” button and fill in user details accordingly.

Complete Your Registration

Email Address

user@gmail.com

First Name

First Name

Last Name

Last Name

Phone Number

B= v (201) 555-5555

New Password

password
Confirm Password
password

' By registering my account with SMC, | understand
that | am agreeing to the SMC Cloud Terms of Service
and Privacy Policy

* Mandatory Fields

Figure 28: Setting User Details

e Fill in the name, phone number, password fields and click the checkbox to agree to the privacy
policy and terms of service.

NOTE: If access to data logs using RESTful APl is needed, do not include “#” in the password.
e Click “Save” to save the user details.
e Click “OK” when the Success message appears.

e Record the email account used and password for future use.
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7.3 Registration Process

Once SMC Cloud user credentials have been generated, the ProtoNode can be registered onto the SMC
Cloud server.

e When first logging onto the ProtoNode, the Web App will open on the SMC Cloud™ page.

NOTE: If awarning message appears instead, go to Section 11.6 to resolve the connection issue.

& Device List = H H H
= Register this FieldServer on SMC Cloud
lo” Data Log Viewer
{4 Event Log .
_ Securely access your FieldServer from anywhere
& SMC Cloud™ . -
with the SMC Cloud device cloud
2 Settings > 7]
. . - sK NL
o Your One Stop for Managing Your Devices and Users
ou OoN ac.
+ Secure Remote Access
® Logout Securely connect your field devices to SMC Cloud Tw T D8 -
\
« Device Management ki AR 4 w\ b 2
Manage all your FieldServers and connected devices from SMC [ @w PA
o ted States Mo
Cloud and upgrade firmware remotely ” kS Mo e W08
« User Management Az wm ‘@’ . :: e
Set up your user personnel with the right security permissions and D 123 4
device assignments for users to diagnose, configure, and better '/‘\\
-~ Gulf
support the field installation i Mex
Cuba

For more information about SMC Cloud, visit our website g ] Puerto Rico

Guatemala
LA = Caribbean Sea
Nicaragua
£ ) . Veneela
B b
Colomblu_{ l\i.{si':ff'

Get Started

Figure 29: SMC Cloud Registration Message

e Click Get Started to view the SMC Cloud registration page.
NOTE: For information on the System Status button, go to Section 11.7.
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To register, fill in the user details, site details, gateway details and SMC Cloud account credentials.

o Enter user details and click Next

Q

&~

Installer Details
Installer Name
Company
Telephone
Email

Installation Date 21-November-2019

e

Previous

Next

Figure 30: SMC Cloud Registration — Installer Details

o Enter the site details by entering the physical address fields or the latitude and longitude then

click Next

2 o r'S
A
Installation Site Details
union Lity Sunoi VIENUEnmn:
Street Address Enter place here . -
Map Satellite 3
g ()]
Building 1
Don Edwards S
San Francisco
) Bay National
Suburb Wildlife... '
Palo Alto Millitas ‘;1]'\1“
City
Mountain
View 650
State Joseph +
c San Jose CoDun(I;;aSatx
ZIP Code it D p—
GO gle @\Maggg::gZHTQ Google TermsofUse Report amap error
Country
Latitude 37.4323341
Longitude -121.8995741
Previous Next
Figure 31: SMC Cloud Registration — Site Details
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o Enter Name and Description (required) then click Next

2 Q &

Gateway Details

ame | |

Description [ ]

Info Optionally specify any other
nformation relating to the device i.e
calibration, commissioning or other
notes

Device Information

Product Name: System View
Product Version: 2.2.5-beta
Platform Name: Gateway
Product BIOS: 4.1.0

Serial Number: 19102TB0O01PCR

Previous m

Figure 32: SMC Cloud Registration — Gateway Details

o Enter user credentials and click Register Device

2 Q o

New Users

If you do not have SMC Cloud credentials, you can create a new SMC Cloud Create an SMC Cloud account
account now

Existing Users - Enter device registration details

User Credentials

Username [ }
Password [ }
Figure 33: SMC Cloud Registration — SMC Cloud Account
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e Once the device has successfully been registered, a confirmation window will appear. Click the
Close button and the following screen will appear listing the device details and additional
information auto-populated by the ProtoNode.

Device Registered

Gateway Details Installer Details Site Installation Details

Name: FieldServer Installer Name: User Street Address: 1991 Tarob Court
Description: Gateway Company: Sierra Monitor Corp Building Info: SMC Build #1
Device Info: Telephone: City: Milpitas

MAC Address: 00:50:4E:60:06:3C Email: Suburb: Milpitas

Tunnel Server URL: tunnel.fieldpop.io Installation Date: Nov 21, 2019 State: CA

Device ID: daffodilsentry_ylb4Xr5bQ Country: United States

Product Name: CN1853-System View ZIP Code: 95035

Product Version: 2.2.5-beta

Update Device Details

Figure 34: Device Registered for SMC Cloud

NOTE: Update these details at any time by going to the SMC Cloud™ tab and clicking the Update
Device Details button.
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7.4 Login to SMC Cloud

After the ProtoNode is registered, go to www.smccloud.net and type in the appropriate login information as
per registration credentials.

< C | @ Secure | hitpsy//www.fieldpop.io/fieldpop user mar/#/lagin

Email address

admin@=slerramonitor.com

Password

wrssansanes a

Keep me logged in Forgat Password?

Copyright £ 2018 Sierra Monitor Corporation

Figure 35: SMC Cloud Login Page

NOTE: If the login password is lost, see the SMC Cloud Start-up Guide for recovery instructions.

On first login, the Privacy Policy window will appear. Read the Terms of Service, click the checkbox to
accept the terms and then click the Continue button to access SMC Cloud.

Privacy Policy

We've updated our Terms of Service and Privacy Policy. Please
read it carefully and accept below to continue.

I/ 1 accept the Terms of Service and Privacy Policy

Figure 36: SMC Cloud Privacy Policy
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NOTE: For additional SMC Cloud instructions see the SMC Cloud Start-up Guide.

smc- | @ SMCcloud v (&)
Device Management User Management Notifications Reports Audit Logs Data Logs | Dashboards | Webhooks
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Figure 37: SMC Cloud Landing Page
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8 Configure the ProtoNode
8.1 Navigate to the ProtoNode Web Configurator
e From the Web App landing page (Figure 38), click the Settings tab and then click Configuration.

« System Status

= System View

|## Data Log Viewer

43 Event Log

& SMC Cloud™

¥ Settings >
@ About

® Logout

Copyright © 2020 All Rights Reserved - Diagnostics

Figure 38: Web App Landing Page

NOTE: For information on the System Status button, go to Section 11.7.

e Then click the Profiles Configuration button to go to the Web Configurator page.

+ System Status

@ Device List P H H
= Configuration
|+ Data Log Viewer
{4 Event Log Profile Configuration Page
& SMC Cloud™
Profiles Configuration

¥ Settings v

Virtual Points Reset Application

Network Warning: This will remove all data from the device
© About Reset Application
= Logout

Copyright © 2020 All Rights Reserved - Diagnostics

Figure 39: Configure Tab

NOTE: For Web App instructions to the System View, Data Log Viewer, Event Logger and Virtual
Points functions, see the SMC Cloud Start-up Guide.
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8.2 Select Field Protocol and Set Configuration Parameters

e On the Web Configurator page, the first configuration parameter is the Protocol Selector.

Configuration Parameters

Parameter Name Parameter Description Value
Protocol Selector

Set to 1 for BACnet IP/Modbus TCP ‘ Z l :
Set to 2 for BACnet MSTP ? Submit

Set to 3 for Metasys N2

protocol_select

Modbus RTU Baud Rate
mod_baud_rate This sets the Modbus RTU baud rate. 38400 l

(9600/19200/38400/57600)

Modbus RTU Parity

mod_parity This sets the Modbus RTU parity. ‘ None I Submit

(None/Even/0dd)

Modbus RTU Data Bits
mod data hits This sets the Madhus RT1I data hits ‘ 8 ’ Dm

Powered by

FieldServer

Figure 40: Web Configurator Showing Configuration Parameters

HELP (?) Network Settings Clear Profiles and Restart | System Restart Diagnostics & Debugging

o Select the field protocol by entering the appropriate number into the Protocol Selector Value. Click
the Submit button. Click the System Restart button to save the updated configuration.

NOTE: Protocol specific parameters are only visible when the associated protocol is selected.

NOTE: If Modbus TCP/IP was selected and is used for the field protocol, skip Section 8.3. Device
profiles are NOT used for Modbus TCP/IP.

e Ensure that all parameters are entered for successful operation of the gateway. Find the legal value
options for each parameter under the Parameter Description in parentheses.

NOTE: If multiple devices are connected to the ProtoNode, set the BACnet Virtual Server Nodes
field to “Yes”; otherwise leave the field on the default “No” setting.
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8.3 Setting ProtoNode Active Profiles

LAARS Heating Systems

e In the Web Configurator, the Active Profiles are shown below the configuration parameters. The
Active Profiles section lists the currently active device profiles, including previous Web Configurator

additions. This list is empty for new installations, or after clearing all configurations. (Figure 41)

Parameter Name

protocol_select

mod_baud_rate

mod_parity

mod_data_bits

mod_stop_bits

network_nr

node_offset

bac_mac_addr

bac_baud_rate

bac_max_master

bac_cov_option

bac_virt_nodes

Active profiles

Add

HELP (2)

Nr Node ID Current profile

Network Settings

Configuration Parameters

Parameter Description

Protocol Selector

Set to 1 for BACnet IP/Modbus TCP
Set to 2 for BACnet MSTP

Set to 3 for Metasys N2

Modbus RTU Baud Rate
This sets the Modbus RTU baud rate.
(9600/19200/38400/57600)

Modbus RTU Parity
This sets the Modbus RTU parity.
(None/Even/0dd)

Modbus RTU Data Bits
This sets the Modbus RTU data bits.
(Z7or8)

Modbus RTU Stop Bits
This sets the Medbus RTU stop bits.
(1or2)

BACnet Network Number
This sets the BACnet network number of the Gateway.
(1 - 65535)

BACnet Node Offset

This is used to set the BACnet device instance.

The device instance will be sum of the Modbus device
address and the node offset.

(0 - 4194303)

BACnet MSTP Mac Address
This sets the BACnet MSTP MAC address.
(1-127)

BACnet MSTP Baud Rate
This sets the BACnet MSTP baud rate.
(9600/19200/38400/76800)

BACnet MSTP Max Master
This sets the BACnet MSTP max master,
(1-127)

BACnet COV

This enables or disables COVs for the BACnet connection.
Use COV_Enable to enable. Use COV_Disable to disable.
(COV._Enable/COV._Disable)

BACnet Virtual Server Nodes

Set to NO if the unit is only converting 1 device to BACnet.
Set to YES if the unit is converting multiple devices.
(No/Yes)

Parameters

Clear Profiles and Restart

System Restart

Value

e
38400 |
None

Co—

ER—

Ea—

R -

COV_Disable

CR—

Powered by
FieldServer

Diagnostics & Debugging

Figure 41: Web Configurator Showing no Active Profiles
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e To add an active profile to support a device, click the Add button under the Active Profiles heading.
This will present a profile drop-down menu underneath the Current profile column.

Active profil BAC_MSTP_MagnaTherm
BAC_MSTP_OmniTherm

BAC_MSTP_Sola_Deg_C
Nr Node ID BAC_MSTP_Sola_Deg_F Parameters

BAC_MSTP_SV2 Submit
‘ | [BAC_MSTP_HTD v]
— Cancel

Powered by
HELP (?) Network Settings Clear Profiles and Restart  System Restart Diagnostics & Debugging FieIdServer

Figure 42: Profile Selection Menu

e Once the Profile for the device has been selected from the drop-down list, enter the value of the
device’s Node-ID which was assigned in Section 2.3.2.

e Then press the “Submit” button to add the Profile to the list of devices to be configured.
e Repeat this process until all the devices have been added.

e Completed additions are listed under “Active profiles” as shown in Figure 43.

Active profiles

Nr Node ID Current profile Parameters

1 1 BAC_MSTP_HTD

2 22 BAC_MSTP_OmniTherm

3 33 BAC_MSTP_Sola_Deg_F
Add

= Powered by
HELP (?) Network Settings Clear Profiles and Restart  System Restart Diagnostics & Debugging FieIdServer

Figure 43: Web Configurator Showing Active Profile Additions

8.4 Verify Device Communications

e Check that the port TX1 and RX1 LEDs are rapidly flashing. See Section 10.4 for additional
LED information and images.

e Confirm the software shows good communications without errors (Section 10.2).
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8.5 BACnet: Setting Node_Offset to Assign Specific Device Instances

e Follow the steps outlined in Section 5.1 to access the ProtoNode Web Configurator.

e Node_ Offset field shows the current value (default = 50,000).
o The values allowed for a BACnet Device Instance can range from 1 to 4,194,303
e To assign a specific Device Instance (or range); change the Node_Offset value as needed using
the calculation below:
Device Instance (desired) = Node_Offset + Node_ID
For example, if the desired Device Instance for the device 1 is 50,001 and the following is true:
= Device 1 has a Node-ID of 1
= Device 2 has a Node-ID of 22
= Device 3 has a Node-ID of 33
Then plug the device 1's information into the formula to find the desired Node_Offset:
50,001 = Node_Offset + 1
» 50,000 = Node_Offset
Once the Node_Offset value is input, it will be applied as shown below:
= Device 1 Instance = 50,000 + Node_ID = 50,000 + 1 = 50,001
= Device 2 Instance = 50,000 + Node_ID = 50,000 + 22 = 50,022
= Device 3 Instance = 50,000 + Node_ID =50,000 + 33 = 50,033

e Click “Submit” once the desired value is entered.

BACnet Node Offset

This is used to set the BACnet device instance.
node_offset The device instance will be sum of the Modbus device 50000 | Submit

address and the node offset.
(0 - 4194303)

Figure 44: Web Configurator Node Offset Field

Active profiles
Nr Node ID Current profile Parameters
2 22 BAC_MSTP_OmniTherm
33 BAC_MSTP_Sola_Deg_F
Add
Powered by
HELP (?) Network Settings Clear Profiles and Restart  System Restart Diagnostics & Debugging F. S
ieldServer
Figure 45: Active Profiles
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8.6 How to Start the Installation Over: Clearing Profiles

o Follow the steps outlined in Section 5.1 to access the ProtoNode Web Configurator.
e At the bottom-left of the page, click the “Clear Profiles and Restart” button.

e Once restart is complete, all past profiles discovered and/or added via Web configurator are
deleted. The unit can now be reinstalled.
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9 LonWorks (FPC-N35): Commissioning ProtoNode on a LonWorks Network

Commissioning may only be performed by the LonWorks administrator.

9.1 Commissioning ProtoNode FPC-N35 on a LonWorks Network

During the commissioning process, the LonWorks administrator may prompt the user to hit the service pin
on the ProtoNode FPC-N35 at a specific point (this step occurs at different points of the commissioning
process for each LonWorks network management tool).

o If an XIF file is required, see steps in Section 9.1.1 to generate XIF.

A S
INSERT SMALL SCREWDRIVER

TILT TOWARD LonWorks PORT TO
ACTIVATE SERVICE PIN

Figure 46: LonWorks Service Pin Location

9.1.1 Instructions to Upload XIF File from ProtoNode FPC-N35 Using Browser
e Connect a Cat-5 Ethernet cable (straight through or cross-over) between the PC and ProtoNode.

e The default IP Address for the ProtoNode is 192.168.1.24, Subnet Mask is 255.255.255.0. If the
PC and ProtoNode are on different IP networks, assign a static IP Address to the PC on the
192.168.1.xxx network.

For Windows 10:

e Find the search field in the local computer’s taskbar (usually to the right of the windows icon E)
and type in “Control Panel”.

e Click “Control Panel”, click “Network and Internet” and then click “Network and Sharing Center”.
e Click “Change adapter settings” on the left side of the window.

e Right-click on “Local Area Connection” and select “Properties” from the dropdown menu.

o Highlight ™ - LLSuESREC NEEEEINEEIREN and then click the Properties button.

e Select and enter a static IP Address on the same subnet. For example:
{®) Uze the following P address:

|P addrezs: |'IE|2.'IEE. 1 .M

|
Subnet mask: | 255255 .285. 0 |
|

Default gateway: |

e Click the Okay button to close the Internet Protocol window and the Close button to close the
Ethernet Properties window.
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e Open a web browser and go to the following address: [IP Address of ProtoNode]/fserver.xif
o Example: 192.168.1.24/fserver.xif

o If the web browser prompts to save the file, save the file onto the PC. If the web browser displays
the xif file as a web page, save the file onto the local PC as “fserver.xif".

File: fserver.xif generated by LonDriver Rewvision 1.30(d), XIF Version 4.0
Copyright (c) 2000-2012 by FieldServer Technologies
211 Rights Reserved. Run on Thu Jan 1 00:00:00 19870

90:00:95:47:1E:02:04:7C
21514014 11 3 3 12 14 11 11 11 11 3 0 16 63 0 1 11 4

32 5 19 13 28 0 0 15 5 3 109 &3
1710444152000

78125 0 000D O0O0OO0Q0CODO0OD
000000001585 12 14 15
=

"FFP-Lon Demo

VAR nviknalog 01 0 0 0 O

01630000000000
=

51 % 1
40400
VAR nvoinalog 01 1
01631000000000

=

(=)
(=)
(=)

51 * 1

40400

VAR nviBinary 01 2 0 0 0

0163000000000 0

g5 * 2

10000

10010

VAR nvoBinary 01 3 0 0 0

01631000000000

95 * 2

10000

10010

Figure 47: Sample of Fserver.XIF File Generated
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10 Troubleshooting

10.1 Lost or Incorrect IP Address

e Ensure that FieldServer Toolbox is loaded onto the local PC. Otherwise, download the
FieldServer-Toolbox.zip via the MSA Safety website.

e Extract the executable file and complete the installation.

Ethernet Port

CLASS 2
930V ==
12-24V v

Figure 48: Ethernet Port Location

e Connect a standard Cat-5 Ethernet cable between the user’'s PC and ProtoNode.
e Double click on the FS Toolbox Utility and click Discover Now on the splash page.

e Check for the IP Address of the desired gateway.

smc FieldServer Toolbox - O X
FieldServer Toolbox Sm Gerra
it
Setup Help monitor
DEVICES & IP ADDRESS MAC ADDRESS -AVORITE CONNECTIVITY
E8951 Gateway 10.40.50.90 00:50:4E:60:06:36 (2] * o &  Connect A~
m@ LAARS ProtoNode Start-up Guide 44

20 Industrial Way, Rochester, NH, USA 03867 < (800)900-9276 < www.Laars.com

Heating Systems Company



The ProtoNode Start-up Guide Page 45 of 72
. ____________________________________________________________________________________________________________________________________________________________|

10.2 Viewing Diagnostic Information

e Type the IP Address of the ProtoNode into the web browser or use the FieldServer Toolbox to
connect to the ProtoNode.
e Click on Diagnostics and Debugging Button, then click on view, and then on connections.
o Ifthere are any errors showing on the Connection page, refer to Section 10.3 for the relevant wiring
and settings.
LAARS & SMC doud
Navigation Connections
About
> Setup
s View ‘C‘Liﬂll!l“ull) [=]
B Index i Hame Tx Msg Rx Msg Tx Char Rx Char Errors -
51- MODBUS_RTU o :,t—bsus_mu [3 | | 243 [© 303
" I;)a?;:\::;:m MalF 1 &.lll.[-mﬂ-l MSTE 6 3 B4 o 0
> Nodes
» Map Descriptors
* User Messages
= Diagnostics
Home HELP {F1) Contact Us Reset Statistics Logout Fi’eu"dv.sr.ed l':fyer
Figure 49: Error Messages Screen
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10.3 Checking Wiring and Settings

e No COMS on Modbus RTU side. If the Tx/Rx LEDs are not flashing rapidly then there is a COM
issue. To fix this, check the following:

o

o

o

o

o

Visual observations of LEDs on ProtoNode (Section 10.4)
Check baud rate, parity, data bits, stop bits

Check device address

Verify wiring

Verify the device was listed in the Web Configurator (Section 8.3)

e Field COM problems:

o

O

O

Visual observations of LEDs on the ProtoNode (Section 10.4)
Verify IP Address setting
Verify wiring

NOTE: If the problem persists, a Diagnostic Capture needs to be taken and sent to support.
(Section 10.5)
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10.4 LED Diagnostics for Communications Between ProtoNode and Devices
See the diagram below for ProtoNode FPC-N34 and FPC-N35 LED Locations.

Diagnostic LEDs
S ————

Description

The SPL LED will light if the unit is not getting a response from one or more of the configured devices.
For LonWorks units, LED will light until the unit is commissioned on the LonWorks network.

SPL

XU/ The RUN LED will start flashing 20 seconds after power indicating normal operation.
A steady red light will indicate there is a system error on the unit. If this occurs, immediately report the

S5 related “system error” shown in the error screen of the FS-GUI interface to support for evaluation.
RX The RX LED will flash when a message is received on the serial port on the 6-pin connector.

If the serial port is not used, this LED is non-operational.
T The TX LED will flash when a message is sent on the serial port on the 6-pin connector.

If the serial port is not used, this LED is non-operational.
SIS The power light should always show steady green when connected to a functioning power source.

Figure 50: Diagnostic LEDs
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10.5 Taking a FieldServer Diagnostic Capture

When there is a problem on-site that cannot easily be resolved, perform a Diagnostic Capture before
contacting support. Once the Diagnhostic Capture is complete, email it to technical support. The
Diagnostic Capture will accelerate diagnosis of the problem.

If the FieldServer bios is updated/released on November 2017 or later then the Diagnostic Capture is
performed via the gateway’s on-board system.

e Access the FieldServer Diagnostics page via one of the following methods:
o Open the FieldServer FS-GUI page and click on Diagnostics in the Navigation panel

o Open the FieldServer Toolbox software and click the diagnose icon of the desired device

Navigation Diagnostics

Abaut
> Setup
> View

Full Diagnostic

User Messages

Diagnostics
Set capture period (max 1200 secs):

3H)

Serial Capture

Set capture period (max 1200 secs):

[

e Go to Full Diagnostic and select the capture period.
e Click the Start button under the Full Diagnostic heading to start the capture.

o When the capture period is finished, a Download button will appear next to the Start button

Full Diagnostic

Set capture period (max 1200 secs):

300

Start Download

e Click Download for the capture to be downloaded to the local PC.

e Email the diagnostic zip file to technical support.

NOTE: Diagnostic captures of BACnet MS/TP communication are output in a“.PCAP” file
extension which is compatible with Wireshark.
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10.5.1 Taking a Capture with Older Firmware

If the FieldServer firmware is from before November 2017, the Diagnostic Capture can be done by
downloading the FieldServer Toolbox software but network connections (such as Ethernet and Wi-Fi)
cannot be captured (if a network diagnostic is needed take a Wire Shark capture).

Once the Diagnostic Capture is complete, email it to technical support. The Diagnostic Capture will
accelerate diagnosis of the problem.

e Ensure that FieldServer Toolbox is loaded onto the local PC. Otherwise, download the
FieldServer-Toolbox.zip via the MSA Safety website.

e Extract the executable file and complete the installation.

Ethernet Port

CLASS 2
930V ==
12-24v v

Figure 51: Ethernet Port Location

e Connect a standard Cat-5 Ethernet cable between the PC and ProtoNode.
e Double click on the FS Toolbox Utility.
e Step 1: Take a Log

o Click on the diagnose icon for the desired device

sme FieldServer Toolbox =5 O X
FieldServer Toolbox Sm Ge”a
monitor
Setup Help
DEVICES + IP ADDRESS MAC ADDRESS -AVORITE CONNECTIVITY
E8951 Gateway 10.40.50.90 00:50:4E:60:06:36 <A * o & | Connect A~
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o Select “Full Diagnostic" from the drop down menu

H  Device Diagnostics "T:T?FEWH

Device Diagnostics

ProtoNode 192.168.3.110

Diagnostic Test |Full Disgnostic .
Snap Shot

Set capture peri¢ Serial Capture

v| Timestamp each character

Enable Message logging
Show advanced options

Open Containing Folder

NOTE: If desired, the default capture period can be changed.

o Click on the Start Diagnostic button

H sm¢ Device Diagnostics lEﬁHE"H’&’i

Device Diagnostics

ProtoNode 192.168.3.110

D ic Test [Ful Diagnostic |

Set capture period 0:05:00

[¥] Timestamp each character
[”] Enable Message logging
[C] Show advanced options

Start Diagnostic ]

Open Containing Folder

Close

o Wait for the capture period to finish and the Diagnostic Test Complete window will appear
e Step 2: Send Log

o Once the diagnostic test is complete, a .zip file is saved on the PC

[ : Cas z i |
7 Diagnostic Test Complete @

Diagnostic test completed and the results have been added to
Diagnostic_2015-02-18_12-28.zip
Do you want to open the containing folder?

Cancel

o Choose “Open” to launch explorer and have it point directly at the correct folder

o Send the Diagnostic zip file to technical support

@ pia nostic_2014-07-17_20-15.zi 2014/07/17 20:16 zip Archive 676 KB
g P
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10.6 Factory Reset Instructions

For instructions on how to reset a FieldServer back to its factory released state, see ENOTE - FieldServer
Next Gen Recovery.

10.7 Internet Browsers Not Supported LAARS
The following web browsers are supported:
e Chrome Rev. 57 and higher

o Firefox Rev. 35 and higher
e Microsoft Edge Rev. 41 and higher
e Safari Rev. 3 and higher
NOTE: Internet Explorer is no longer supported as recommended by Microsoft.

NOTE: Computer and network firewalls must be opened for Port 80 to allow FieldServer GUI to
function.
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11 Additional Information

11.1 Update Firmware
To load a new version of the firmware, follow these instructions:

1. Extract and save the new file onto the local PC.

2. Open a web browser and type the IP Address of the FieldServer in the address bar.
o Default IP Address is 192.168.1.24

o Use the FS Toolbox utility if the IP Address is unknown (Section 10.1)
3. Click on the “Diagnostics & Debugging” button.

4. In the Navigation Tree on the left hand side, do the following:
a. Click on “Setup”
b. Click on “File Transfer”
c. Click on the “General” tab

5. Inthe General tab, click on “Choose Files” and select the web.img file extracted in step 1.
6. Click on the orange “Submit” button.

7. When the download is complete, click on the “System Restart” button.

11.2 BACnet: Setting Network_Number for More Than One ProtoNode on the Subnet

For both BACnet MS/TP and BACnet/IP, if more than one ProtoNode is connected to the same subnet,
they must be assigned unique Network_Number values.

On the main Web Configuration screen, update the BACnet Network Number field and click submit. The
default value is 50.

BACnet Network Number
network_nr This sets the BACnet network number of the Gateway. 50
(1 - 65535)

Figure 52: Web Configurator — Network Number Field

11.3 Certification

11.3.1 BTL Mark — BACnet® Testing Laboratory

The BTL Mark on ProtoNode is a symbol that indicates that a product has
passed a series of rigorous tests conducted by an independent laboratory
which verifies that the product correctly implements the BACnet features
claimed in the listing. The mark is a symbol of a high-quality BACnet product.

Go to www.BACnetInternational.net for more information about the BACnet
Testing Laboratory. Click here for the BACnet PIC Statement.

suseats
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NOTE: BACnet is aregistered trademark of ASHRAE.
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11.3.2 LonMark Certification

2

LonMark International is the recognized authority for certification, education,
and promotion of interoperability standards for the benefit of manufacturers,
integrators and end users. LonMark International has developed extensive
product certification standards and tests to provide the integrator and user
with confidence that products from multiple manufacturers utilizing LonMark
devices work together. MSA Safety has more LonMark Certified gateways
than any other gateway manufacturer, including the ProtoCessor,
ProtoCarrier and ProtoNode for OEM applications and the full featured,
configurable gateways.
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11.4 Change Web Server Security Settings After Initial Setup

NOTE: Any changes will require a FieldServer reboot to take effect.

e From the FS-GUI page, click Setup in the Navigation panel.

SMG:-

Navigation Test Bridge 1
~ Test Bridge 1 Status Settings Info Stats
* About
> Setup Status -]
> View Name Value =
User Messages Driver_Configuration DCCo00
* Diagnostics DCC_Version V6.05p (A)
Kernel_Version V6.51¢ (B)
Release_Status Normal
Build_Revision 4.43.6-45-gcdB82a452bb
Build_Date 2019-11-28 14:05:21 +0200
Platform_Name ProtoAir_2RS485_ARMv7
BIOS_Version 4.1.2
FieldServer_Model F5-QS-2010-F
Serial_Number 1902300071VZL
Carrier Type
Data_Points_Used 0
Data_Points_Max 250
Application Memaory:
Memeory_Min_Free_Bytes 140,526 kB =

HELP (F1) Systemn Reboot System Time Synch Reset Cycle Times

Figure 53: FS-GUI Page
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11.4.1 Change Security Mode
e Click Security in the Navigation panel.

Navigation Security

s Test Bridge 1

* About

s Setup
File Transfer

* Network Settings

User Management
Security
Time Settings

Mode

@ HTTPS with default trusted TLS certificate (requires internet connection to be trusted)

O HTTPS with own trusted TLS certificate
(O HTTP (not secure, vulnerable to man-in-the-middle attacks)
> View
User Messages
* Diagnostics

Figure 54: FS-GUI Security Setup

e Click the Mode desired.

o If HTTPS with own trusted TLS certificate is selected, follow instructions in Section 5.2.1

e Click the Save button.
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11.4.2 Edit the Certificate Loaded onto the FieldServer

NOTE: A loaded certificate will only be available if the security mode was previously setup as
HTTPS with own trusted TLS certificate.

e Click Security in the Navigation panel.

Navigation Security

s Test Bridge 1
About
v Setup
* File Transfer
* Network Settings

* User Management
Security O HTTPS with own trusted TLS certificate

* Time Settings (O HTTP (not secure, vulnerable to man-in-the-middle attacks)

Mode

@ HTTPS with default trusted TLS certificate (requires internet connection to be trusted)

> View
* User Messages
* Diagnostics

Figure 55: FS-GUI Security Setup — Certificate Loaded

¢ Click the Edit Certificate button to open the certificate and key fields.
o Edit the loaded certificate or key text as needed.

e Click Save.
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11,5 Change User Management Settings
e From the FS-GUI page, click Setup in the Navigation panel.

e Click User Management in the navigation panel.

NOTE: If the passwords are lost, the unit can be reset to factory settings to reinstate the default
unique password on the label. For ProtoNode, ProtoCessor or ProtoCarrier recovery
instructions, see the FieldServer Recovery Instructions document. For ProtoNode
FPC-N54, ProtoNode FPC-N64 or ProtoAir recovery instructions, see the FieldServer Next
Gen Recovery document. If the default unique password is lost, then the unit must be
mailed back to the factory.

NOTE: Any changes will require a FieldServer reboot to take effect.

e Check that the Users tab is selected.

Navigation User Management

~ Test Bridge 1 Users Password
About
v Setup
File Transfer Username ~  Groups v Actions v
Network Settings
User Management
Security
Time Settings
> View
User Messages
Diagnostics

Create User

Figure 56: FS-GUI User Management

User Types:
Admin — Can modify and view any settings on the FieldServer.
Operator — Can modify and view any data in the FieldServer array(s).

Viewer — Can only view settings/readings on the FieldServer.
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11.5.1

NOTE:

Create Users

Click the Create User button.

Username:

Security Groups:
Admin
Operator

¥ Viewer

Password:

Show passwords

Confirm Password:

Use Auto Generated Password

Create User

Create

O Weak

Cancel

Figure 57: Create User Window

Enter the new User fields: Name, Security Group and Password.

o User details are hashed and salted

The password must meet the minimum complexity requirements. An algorithm
automatically checks the password entered and notes the level of strength on the top right

of the Password text field.
Click the Create button.

Once the Success message appears, click OK.

LAARS &
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11.5.2 Edit Users

e Click the pencil icon next to the desired user to open the User Edit window.

User Management

Create User

Users Password
Username ~  Groups ~  Actions ¥
User A Viewer &
User B Admin, Operator, Viewer S o

Figure 58: Setup Users

e Once the User Edit window opens, change the User Security Group and Password as needed.

Edit User

Username:

User A

Security Groups:
Admin
Operator

¥ Viewer

Password:

Show passwords

Confirm Password:

Use Auto Generated Password

Figure 59: Edit User Window

e Click Confirm.

e Once the Success message appears, click OK.
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11.5.3 Delete Users

e Click the trash can icon next to the desired user to delete the entry.

User Management

Password

Username ~ Groups ~ Actions v
User A Viewer & o
User B Admin, Operator, Viewer & o

Create User

Figure 60: Setup Users

e When the warning message appears, click Confirm.

Warning

Are you sure you want to delete user: User A?

Figure 61: User Delete Warning
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11.5.4 Change FieldServer Password
e Click the Password tab.

Navigation User Management

v Test Bridge 1
About
v Setup

File Transfer

Password: © Weak

*© Network Settings

* User Management Enter password

* Security

* Time Settings Show passwords
> View Confirm Password:

User Messages

Diagnostics

Use Auto Generated Password

Figure 62: FieldServer Password Update via FS-GUI

e Change the general login password for the FieldServer as needed.

NOTE: The password must meet the minimum complexity requirements. An algorithm
automatically checks the password entered and notes the level of strength on the top right
of the Password text field.
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11.6 SMC Cloud Connection Warning Message

e If a warning message appears instead of the page as shown in Figure 29, follow the suggestion
that appears on screen.

o If the ProtoNode cannot reach the SMC Cloud server, the following message will appear

Register this FieldServer on SMC Cloud™

SMC Cloud™ Server Unreachable
The device is unable to connect to the SMC Cloud™ server.

The following network issues have been detected. Correcting them might resolve connectivity to the server:

» Domain Name Server1 not configured

* Domain Name Server2 not configured

Ensure your network firewall is configured to allow this device to access the SMC Cloud™ server:
» Device MAC address: 00:50:4E:60:06:3C
+ Allow HTTPS communications to the following domains on port 443:
o www.smccloud.net

o ts.smccloud.net

Figure 63: SMC Cloud Connection Problems Message

e Follow the directions presented in the warning message.
o Go to the network settings by clicking the Settings tab and then click the Network tab
o Check with the site’s IT support that the DNS settings are setup correctly
o Ensure that the ProtoNode is properly connected to the Internet

NOTE: If changes to the network settings are done, remember to click the Save button. Then
power cycle the FieldServer by clicking on the Confirm button in the window and click on
the bolded “Restart” text in the yellow pop-up box that appears in the upper right corner of
the screen.
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11.7 System Status Button

The System Status Button can be found on any page of the web apps. This shows the level of
alert/functionality for the customer device. This is an aggregate of the Web App page’s resource usage
upon the local PC or mobile device, SMC Cloud connectivity and device alert level.

Page 63 of 72

= System View

l#* Data Log Viewer
Event Log
& SMC Cloud™

f Settings >

D Ao

The color of the button represents the status of one to all three systems:
Green — Normal status
— Warning status
Red — Alarm status

Click on the System Status Button to open the System Status window, showing more details on the status
of each system.

System Status

Resource Usage
CPU Load RAM Usage Disk Usage
19% 136 / 254 MB 130 / 456 MB
n System running smoothly
SMC Cloud

Device is not registered on SMC Cloud

System View

n All devices in normal state

Close

NOTE: If it was selected to opt out of SMC Cloud (Figure 26), the SMC Cloud status will not show
in the System Status window. This means the status will show as green even if the
gateway is not connected to SMC Cloud.
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11.8 Routing Settings

The Routing settings make it possible to set up the IP routing rules for the FieldServer’s internet and network
connections.

e Click the Add Rule button to add a new row and set a new Destination Network, Netmask and
Gateway IP Address as needed.

e Set the Priority for each connection (1-255 with 1 as the highest priority and 255 as the lowest).

e Click the Save button to activate the new settings.

ETH 1 Routing

Set up the IP routing rules of your FieldServer for internet access and access to other networks.

If you want to reach another device that is not connected to the local network, you can add a rule to determine on which gateway the
device must be routed to.

Interface Destination Network Netmask Gateway |IP Address Priority @

ETH Default E 10.40.50.1 255

ETH ~ 10.40.50.10 255.255.255.255 10.40.50.12 100 a
+ Add Rule

Cancel Save

There are unsaved settings

Figure 64: Routing Settings
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12 Vendor Information — LAARS

See the document “LAARS Vendor Mappings” for the complete point list for all the devices referenced in
this manual. Only the protocols listed as supported for this FieldServer are supported (see Section 1.1).

Ignore all points referring to unsupported protocols when using this FieldServer.
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13 Specifications
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Electrical Connections

One 6-pin Phoenix connector with:
RS-485 port (+ /- / gnd)
Power port (+ / - / Frame-gnd)

One 3-pin Phoenix connector with
RS-485 port (+/ -/ gnd)

One Ethernet 10/100 BaseT port

LAARS Heating Systems

(@ X

LISTED

ProtoNode FPC-N35
One 6-pin Phoenix connector with:
RS-485 port (+/ - / gnd)

Power port (+ / - / Frame-gnd)
One 2-pin Phoenix connector with:
One FTT-10 LonWorks port

One Ethernet 10/100 BaseT port

Approvals

Power Requirements
Physical Dimensions
Weight

Operating Temperature

CE certified; UL 916 approved; WEEE compliant; REACH compliant;
EN 50491-3 and CSA C22-2 standards; FCC Class A Part 15;
DNP 3.0 conformance tested; RoHS 3 compliant; CSA 205 approved

BTL Marked | LonMark Certified

9-30VDC or 12-24VAC

11.5cmLx83cmWx4.1cmH (45%x3.2x1.6in.)

0.2 kg (0.4 Ibs)

-40°C to 75°C (-40°F to 167°F)

Surge Suppression ‘ EN61000-4-2 ESD EN61000-4-3 EMC EN61000-4-4 EFT

Humidity

| 5-90% RH (non-condensing)

(Specifications subject to change without notice)

Figure 65: Specifications

Warning: This equipment is compliant with Class A of CISPR 32. In a residential environment, this

equipment may cause radio interference.

13.1 Compliance with UL Regulations

For UL compliance, the following instructions must be met when operating the ProtoNode.

The units shall be powered by listed LPS or Class 2 power supply suited to the expected operating
temperature range.

The interconnecting power connector and power cable shall:
o Comply with local electrical code

o Be suited to the expected operating temperature range
o Meet the current and voltage rating for the ProtoNode

Furthermore, the interconnecting power cable shall:
o Be of length not exceeding 3.05m (118.3")
o Be constructed of materials rated VW-1, FT-1 or better

If the unit is to be installed in an operating environment with a temperature above 65 °C, it should
be installed in a Restricted Access Area requiring a key or a special tool to gain access.

This device must not be connected to a LAN segment with outdoor wiring.
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14 Limited 2 Year Warranty

MSA Safety warrants its products to be free from defects in workmanship or material under normal use and
service for two years after date of shipment. MSA Safety will repair or replace any equipment found to be
defective during the warranty period. Final determination of the nature and responsibility for defective or
damaged equipment will be made by MSA Safety personnel.

All warranties hereunder are contingent upon proper use in the application for which the product was
intended and do not cover products which have been modified or repaired without MSA Safety’s approval
or which have been subjected to accident, improper maintenance, installation or application; or on which
original identification marks have been removed or altered. This Limited Warranty also will not apply to
interconnecting cables or wires, consumables or to any damage resulting from battery leakage.

In all cases MSA Safety’s responsibility and liability under this warranty shall be limited to the cost of the
equipment. The purchaser must obtain shipping instructions for the prepaid return of any item under this
warranty provision and compliance with such instruction shall be a condition of this warranty.

Except for the express warranty stated above, MSA Safety disclaims all warranties with regard to the
products sold hereunder including all implied warranties of merchantability and fitness and the express
warranties stated herein are in lieu of all obligations or liabilities on the part of MSA Safety for damages
including, but not limited to, consequential damages arising out of/or in connection with the use or
performance of the product.
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